State of the Threat

Chaos, Insecurity & Crime
"I the Cloud™
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Pragmatic Problems
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® Profit, loss & the
data economy

® Health records
are the new gold

® |Pis the new
platinum

® Crime is the new
green




Threat Intelligence

® Dedicated cyber- 3
criminals &;

’

® No problem with
historic security
azail archltectures & controls
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Modern Crimeware Model




PHP/ASP Malware

® Most common #HITME
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® Custom scanners
developed daily



PH P/ASP MEWYEIRS
Infrastructure



The Data Density
Question

® Will crime follow
the data to the
cloud?

® More density =
lower

AL




CIA, (Really, A!)

® Consumers don'’t
understand your silos.

® What is CIA & why you
should care...

® A has shown some
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What We Are Seeing...

® |ncreased focus on end-points, mobile &
embedded systems

® Malware with incredible complexity &
diversity




What We Aren’t
Seeing...

® Jumping the hypervisor in real
life, yet...

® Focused social media campaigns,
that we know of...



Thoughts on Controls

® Spend time understanding what data they
have, where it lives, how it moves and what
trust is involved.
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Thanks & More Info

® @Ilbhuston

® bhuston@microsolved.com

® stateofsecurity.com
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