ple’s iOS5 & iCloud

Great ldeas, Wonderful Design, &
Huge Security Impacts
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Caveats...

e ™’s Apple, Inc. - Not affiliated or endorsed.

® |'m “sort of” an Apple fan boy...
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Lion, iOS5 & iCloud
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Apple's iCloud
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So...

® Shared Apple ID’s
® |D/Passwd Only

® No splits, changes or
the like...

® Most users sharing Apple
ID as a matter of
practice.

® Users consider all data
as ‘‘local’, even when it’s
not...




Syncing |s Hard...

® “_It’s driving us
CRAZYIM” --
Steve Jobs
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® Enter, the iCloud




Standard Synching, including
Documents, Photos & Other Data

(1I0SS5 Model)
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Remember Shared ApplelD Model?
Now CRITICAL...
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| Shared What!???

® All the normal sync
stuff...

® Photostream? Um, yeah,
photostreams...




Hmmm...

® Good news... ® Bad news...
® You are hearing about e No RBAC
it now

® No tokens

® SSL for most/all



Remember...

® We've been talking
about learning to

balance business & risk
for YEARS




Actions...

e NOT to do... ® Suggest you do...

® |gnore or try & ban ® Think & talk about it

® “| can block this at ® Develop user training
the firewall...”
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Thanks & More Info.

® Apple developer
documentation

e Apple iCloud
documentation
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